Icuxoroeus yeroseka 8 06pasosanuy, 2021, m. 3, \e 3
Psychology in Education, 2021, vol. 3, no. 3
www.psychinedu.ru

'.) Check for updates

UDC 159.9.07

AuyHocmb Kak Cy6’beKWl 06p613030Hl¢}7
Ha pa3AUYHbLX dmanax MU3HeHH020 nymu
u np06/leMbl ncuxorocuu BocnumaHuAd

https://www.doi.org/10.33910/2686-9527-2021-3-3-248-256

Security officers for hazardous industrial facilities:
Validating a perspective system of job-related psychological selection
E. V. Andreevsky’, A. I. Khudyakov', P. I. Paderno**

! Herzen State Pedagogical University of Russia, 48 Moika Emb., Saint Petersburg 191186, Russia
2 St. Petersburg State Electrotechnical University “LETI” named after V. I. Ulyanov (Lenin),
5 Professor Popov Str., Saint Petersburg 197022, Russia

Authors

Elisey V. Andreevsky,

SPIN: 2457-7183

e-mail: eliseyandreevsky@mail.ru
Andrey I. Khudyakov,

SPIN: 2563-6956,

ORCID: 0000-0002-7880-7467,
e-mail: haipsy@yandex.ru

Pavel I. Paderno,

RSCI AuthorID: 403133,

ORCID: 0000-0001-9032-5084,
e-mail: pipaderno@list.ru

For citation:

Andreevsky, E. V.,

Khudyakov, A. I, Paderno, P. L.
(2021) Security officers

for hazardous industrial facilities:
Validating a perspective system

of job-related psychological
selection. Psychology in Education,
vol. 3, no. 3, pp. 248-256.
https://www.doi.org/10.33910/2686-
9527-2021-3-3-248-256

Received 17 May 2021;
reviewed 4 June 2021;
accepted 12 June 2021.

Funding: The members of the
author team were not funded
from Russian or foreign sources
when working on this publication.

Copyright: © E. V. Andreevsky,
A. L. Khudyakov, P. I. Paderno
(2021). Published by Herzen State
Pedagogical University of Russia.
Open access under CC BY-NC
License 4.0.

248

Abstract. Any professional activity centres around a person with his/her
individual psychological characteristics and possible deviant behaviour. Armed
security officers working at hazardous industrial facilities (HIF) may pose
a potential threat. The study aimed to improve the system of job-related
psychological selection to identify psychological causes behind offences
committed by HIF security officers.

The criteria underpinning new systems of job-related psychological selection
have to be valid. Questions of validity may also arise as regards individual
psychodiagnostic tests included in the new system.

Professionally important qualities (PIQ) of HIF security officers were identified
through a psychographic study and expert interviews with military guards
working at critical state facilities. The personality traits identified in those
HIF security officers who committed offences were presented as “profiles”.
We developed a psychological selection module as the main processing module
of the job-related psychological selection system. The module implements
basic selection algorithms. The validity of test methods used in the module
was assessed in view of their prevalence in traditional approaches to job-related
psychological selection of military personnel.

The empirical testing of the psychological selection module was carried out
during the recruitment of HIF security officers. The next phase of the study
is to complete reliability and criterion validity tests of job-related psychological
selection in question.

Keywords: hazardous industrial facility, methodology, professionally important
qualities, professional psychological selection, insider model, threat model,
psychological reference model, experts.
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Introduction

Any professional activity centres around a person
with his/her individual psychological characteristics
and possible deviant behaviour. It is a very serious

Psychology in Education, 2021, vol. 3, no. 3

Annomayus. B neHTpe A100011 TpodeCcCrOHAABHO AESITEABHOCTY HAXOAUTCS
YE€AOBEK CO CBOMMU MHAVBUAYAADBHBIMU IICXOAOTMYECKMIMU XapaAKTEPUCTUKAMU
U, C APYTOJ1 CTOPOHBI, BO3MO)XHBIMI ITOBEAEHUECKUMM AeBUaLsMy. CIIeLMaAuCT
10 OXpaHe OMACHOTO NMPou3BoACTBeHHOro obbvekra (OITO) ¢ TabeAbHBIM
BOOPY)KEHIEM, AOTYILIeHHbII1 B Pa3AMYHbIE 3all/II[aeMbl€ 30HbI, IPEACTABASIET
co00Ji MOTEHLMAaAbHYIO yIrpo3y. lleAablo MccaAeAOBaHUS SABASAOCH
COBEpIIEHCTBOBAHME CUCTEMBI ITPOQPECCHOHAABHOTO TICUXOAOIMYECKOTO
orbopa AAst obecrieueHus CBOEBPEMEHHOTO BbISIBACHUS IICUXOAOTMYECKIX
MPUYMH HAPYILIEHUI! B CAY)K€OHOI AESITEABHOCTH CIIELIMAAVICTOB [0 OXpaHe
OITO u nosbiteHus 6esonacHocty skcnayarayuu OTTO. PaspabareiBast
HOBBI€E CUCTEMbI TPOPECCHOHAABHOTO IICUXOAOTMYECKOT0 0TOOPA, HEOOXOAMMO
MOMHUTb 00 0OOCHOBAHMM MX KPUTEPUAABHON BaAMAHOCTU. Borpocsl
KpMTepI/IaAhHOI;I BAAUAHOCTU MOI'YT BO3HMKATDh U ITO OTHOILIEHMIO K OTA€AbHBIM
[ICUXOAMArHOCTUYECKMM TECTOBBIM METOAVKAM, BXOASIIUM B HOBYIO
paspaboTaHHYIO CUCTEMY OTOOpA.

AAst 00BEKTVBHOTO BbIsSIBAEHMsI TPOdeccuoHaAbHO-BaKHBIX KauecTB (ITBK)
AMYHOCTU criepuaaucta mo oxpaHe OITO mpeaAOXKeHO MCIIOAb30OBaHME
ncuxorpaduyeckoro MeTopa. B BbllleyKa3aHHBIX LieAsIX OBIAO IIPOBEAEHO
ncuxorpaduyeckoe MCCAEAOBAHNE, B PAMKAX KOTOPOI'O OCYIECTBAEH PSIA
HKCIIEPTHBIX OIIPOCOB BOEHHOCAY KAILIX BOMHCKMX YACTEN II0 OXPaHe BAKHBIX
rOCYAQPCTBEHHBIX 00bEKTOB. BbipeAeHHbIe HA OCHOBAaHUY PabOTHI 9KCIIEPTOB
XapaKTepHble CBOVICTBA AUMHOCTM BHYTPEHHUX HAPYIIUTEAEN B AMLie
cnenmaancToB o oxpare OITO ObIAM IPEACTABAEHBI B BUAE «IIPOdUAEi».
PaspaboTaH MOAYAB IICIXOAOTMYECKOTO 0OTOOPA, KOTOPBII SIBASIETCSI OCHOBHBIM
00padaThIBAIOLIIM MOAYAEM CHCTEMBI IPO(HECCHOHAABHOTO IICUXOAOTTYECKOI0
0TOOpa 1 peaAnsyeT OCHOBHOI AATOPUTM IIPOBEAEHMsI TPO(HECCHOHAABHOIO
orbopa. B yacTu oueHKM KpUTEpUsT BAAMAHOCTY IIPU NMTOAOOPE TECTOBBIX
METOAVK AASI ICTIOAB30BaHUS B MOAYA€ OTMeYeHa UX PACIpPOCTPAHEHHOCTh
B TPAAMLIMIOHHBIX ITOAXOAAX K OCYILIECTBAEHUIO POQPECCHOHAABHOTO
NICUXOAOTMYECKOT0 0TOOPAa BOEHHOCAY KAILX.

ITpoBeAeHMEe SMIMPUYECKOIT AIPOOALIMI MOAYASI IICHXOAOTMYECKOT0 0TOOPa
[IPOBOAVUAOCH B XOA€ MEPOIPUSITUIL IO IIPUEMY Ha BOEHHYIO CAYXKOY IO
KOHTPAKTY B BOMHCKIX YaCTsIX I10 OXPaHe Ba)KHBIX FTOCYAAPCTBEHHBIX 0OBEKTOB.
PaspaboraHHas cucTeMa MO3BOASIET OCYIECTBASIT KOMIAEKC MEPOIIPUSTUN
podeCcCrOHAABPHOTO TICUXOAOTMYECKOTO 0TOOPA CIELMAAUCTOB 110 OXpaHe
OIIO. I'lpu paspaboTKe AAHHOI CUCTEMBI 32 OCHOBY OBIA B3SIT MEPEAOBOIL
OIIBIT OPraHM3aLUM CAY)XOBI IT0 OXPaHe BKHBIX FOCYAAPCTBEHHBIX 0ObEKTOB.
OTMeueHa BOKHOCTb 3aBEPIIEHNST ICCAEAOBAHIST HAAEKHOCTI Y BAAUAHOCTH
AQHHOTO METOAA IPOBEAEHMsI IPO(HECCHOHAABHOTO IICKXOAOTMYECKOT0 0TOOPA.

Karuesvie cA0Ba: onacHbll TPOU3BOACTBEHHBIN 00bEKT, METOAMKA,
npodecCcOHaABHO BasKHbIE KaueCTBa, TPOpeCCHOHAABHBIN IICYXOAOTMUECKUI
0TOOp, MOAEAb BHYTPEHHETO HAPYILIUTEAS], MOAEAD YTPO3, IICUXOAOTMYECKIUI
3TAAOH, 3KCIEePThL

issue for jobs related to the use of service weapons.
This is where an effective job-related psychological
selection system may help to identify risk factors
and exclude unreliable candidates from the selection
process. In general, job-related psychological selection
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Fig. 1. ASPSA software dialog box

is a set of measures to ensure efficient selection of
candidates by assessing individual psychological
and psychophysiological traits.

Nuclear power is one of the priority areas for
Russian science and industry. Hence, it is necessary
to eliminate / minimize all the risks associated with
the use of nuclear energy (for workers, nearby
settlements and even remote areas), to manage
security threats, etc.

One of the potential threats is an armed HIF
security officer who may access a range of protected
areas. In view of the above, the systems of job-related
psychological selection of HIF personnel require
high-quality mathematical, informational, algorithmic
and other support, including the use of appropriate
automated systems. At the same time, the development
of these systems should be guided by the results
of a preliminary analysis of threats, one way or
another related to human factor (Ko, Divakaran,
Liau, Thing 2016).

The foregoing necessitated the development
of a new promising system of job-related psychological
selection and its integration as a supporting subsystem
in a single HIF management system (Andreevsky,
Akhmedkhanov, Daneykin 2015). With the above
in mind, new systems of job-related psychological
selection (SJPS) have to be based on valid criteria.
Questions of validity may also arise as regards
individual psychodiagnostic tests included in the
new system.

The present study is based on seminal works by
Russian and international scholars, including
B. G. Ananiev, V. A. Bodrov, K. M. Gurevich,
E. A. Klimov, N. D. Levitov, F. W. Taylor,
B. M. Teplov, A. Fayol, V. D. Shadrikov, and others
(Lisnik, Gornostaev 2020).
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At the moment, consolidated research focusing
on the relationship between individual psychological
traits and risk factors is lacking. As a consequence,
if risk factors are identified inaccurately, a psychologist
may decide that the candidate is prone to deviant
or destructive behavior. Modern theories of deviant
and/or destructive behavior claim that such behavior
manifests itself when an individual has a set
of specific psychological traits. Hence, job-related
selection will benefit from, first, determining such
specific traits and, second, from establishing the
level at which they correlate with the manifestation
of deviant behavior (Zlokazov, Vlasov 2019).

International studies in job-related selection
focus on the selection of candidates for police
service. See, for example, the works by M. L. Dantzker
and J. H. McCoy (Dantzker, McCoy 2006).

The hypothesis of the study is the assumption
that some candidates should be denied employment
as HIF security officers due to their individual
psychological risk factors.

The study aimed to improve the system of job-
related psychological selection through duly
identification of psychological causes behind offences
committed by HIF security officers resulting in an
improved HIV operational security.

The objective of the study was to find the ways
to substantiate the validity of the developed system
of job-related psychological selection.

Methodology

We used the psychographic method of T. Zin-
chenko and A. Frumkin (Zinchenko, Frumkin,
Vinokurov 1999) to identify professionally impor-
tant qualities (PIQ) of an HIF security officer.

https://www.doi.org/10.33910/2686-9527-2021-3-3-248-256
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Fig. 2. Psychological reference model of an HIF security officer

The psychographic method has proved its effectiveness
in solving various practical tasks. We also used the
software package Automated System of Psychological
Support of Activities (ASPSA).

Professionally important qualities (PIQ) of HIF
security officers were identified through
a psychographic study and expert interviews.

To make the assessment more objective, the
expert group included employees directly involved
in security issues (security staff and inspection staff)
and managerial personnel (commanders).

The pool of experts was supposed to be able to
assess the relevance of a particular psychological
trait for security jobs. Besides, the experts were
chosen so that they could “level out” individual
deviations of estimates from the average values
when assessing the psychological traits of prospective
security officers (Deulin, Alekseev 2020).

A group of fifty people included male security
officers aged from 18 to 27 with different educational
backgrounds (secondary / higher education) and
different work experience. All of them successfully
passed the final annual assessment (score no lower
than 4), had no disciplinary sanctions, medical
contraindications or criminal record. They also
showed a high level of personal safety and security
culture (knowledge and strict adherence to safety
and security requirements). The qualitative
composition of the pool of experts was based on
their professional and personal qualities, professional
knowledge, and motivation to participate in the
study. The experts were selected with the documentary
method (formal social and professional indicators
as well as documentary sources, e.g., performance
reports, personal files, etc.), a method of consolidating
independent feedback (selection of experts based

Psychology in Education, 2021, vol. 3, no. 3

on summing up independent opinions about their
professional qualities given by colleagues) as well
as recommendations provided by the commanders
of military units (Andreevsky, Akhmedkhanov,
Gubin 2015).

To obtain expert assessments, a single psychographic
questionnaire with a list of PIQ was used. The experts
were asked to evaluate an employee’s competencies
listed in the questionnaire from professionally important
(3 points) to unacceptable (-3 points). These data
were used to develop a psychological reference model
(a list of psychological traits which determine the
effectiveness of professional activity) of an HIF security
officer and to determine the most significant PIQ.

The software package ASPSA was used.
The reference model was used to select the most
significant as well as unacceptable PIQ (the traits that
received above 2.5 or below 2.5 points) for the specified
category of security officers. The PIQ were evaluated
using ASPSA psychodiagnostic methods. This toolkit
allowed to assess the compliance of a candidate’s
psychological characteristics with the required PIQ.

To check the list of PIQ and unacceptable traits
for a prospective HIF security officer, the full list of
PIQ from the questionnaire was supplemented with
the following items: “compliance with the job-related
PIQ requirements’, “suicidal risks’, “alcohol addiction’,
“drug addiction’, “propensity to commit murder’,
“propensity to commit acquisitive crimes’; “propensity
to theft’, “safety and security culture” (Akhrimenko
2017; Zlokazov, Vlasov 2019).

Practical experience shows that technical measures
alone do not provide the required level of safety
and security at hazardous facilities. The role of
human factor at an HIF is extremely high. HIF
personnel constantly interact with mechanical
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engineers and make operational managerial decisions.
At the same time, HIF personnel are supposed to
perform security functions consciously and feel that
providing security is their internal personal need
(Geraskin, Krasnoborodko, Glebov, Piskureva 2015).

According to the studies conducted in the
1990s—2000s by Russian forensic psychologists,
terrorists (extremists) do not constitute a specific
diagnostic or psychiatric group, nevertheless, people
with a specific personality predisposition are more
likely to become terrorists (extremists) (Rutic 2016).
The examination of individuals accused of terrorism
(extremism) showed that they tend to be aggressive,
see others as a constant source of threat, have rigid
emotions and experiences that persist after the
cause has disappeared, and have low emotional
stability. These conclusions became the basis of the
“Extremist” offender profile. The PIQ list already
had such items as “aggressiveness” and “emotional
stability” “Rigidity” was included into the list
additionally.

Criminologists from the Ministry of Internal Affairs
of Russia (Yu. Antonyan, M. Yenikeev, V. Eminov and
other high-profile experts with relevant expertise)
studied the groups of individuals who committed
similar crimes. The study used the method of multilateral
personality research (MMPI) and focused on the
combination of various indicators (MMPI profile).
The study identified characteristic profiles of criminals
who committed murder, rape, hooliganism, theft,
robbery, burglary, and caused grievous bodily harm
(Antonyan, Enikeev, Eminov 1996).

The personality traits of those committing crimes
at HIF were identified with the help of experts. Then
the identified traits were structured as “profiles”

A match coefficient K (0 < K <1) was introduced.
It showed the degree to which the profile of the
tested candidate matches the offender profile.
The similarity rate is high when K > 0.8.

To make the experiment more objective,
the data obtained as a result of psychographic
research was subjected to mathematical and statistical
analysis. By outputting the coefficients of the linear
regression equation in Excel, a formula was obtained
to assess the correspondence of psychological
characteristics to the required PIQ. Linear regression
equation iswrittenas ¥ =aq, +a, * X, +...4+a,* X,
where Y is an indicator of effective professional
performance of a candidate (Andreevsky, Paderno
2020). The values of the coefficients of the linear
regression equation are shown in Table.

Similar systems are used by numerous law
enforcement agencies. According to the results of
the testing, candidates were divided into four
categories of professional suitability depending on
the PIQ values and the presence of threat factors
(the similarity of the candidate’s profile with one
or more of the offender profiles).

The developed system (SJPS) can find application
as an effective tool to identify potential offenders
among the candidates for HIF security jobs. It may
also be used to assess the reliability of the already
working HIF personnel.

The SJPS is a distributed, client-server corporate
automated decision support system. To effectively
implement the threat-eliminating algorithms
described above, the popular software environment
Microsoft Visual Studio 2010 was chosen.

Uninterrupted communication with databases
requires a lot of system resources. To solve this
issue, it was proposed to establish the connection

Table. The values of coefficients of the linear regression equation

Variable Variable value Coefficient Coefficient value

a, 1,312553
X1 Concentration of attention a, 0,037207
X, Stability of attention a, 0,024459
X, Nervous system strength a, 0,039097
X, Nervous system lability a, 0,029767
X, Visual performance a, 0,047399
X, Speech properties a, 0,042046
X, Responsibility a, 0,040509
X, Emotional stability a, 0,006654
X, Adaptive potential a, 0,101077
X Aggressiveness a, —-0,05662
X, Conlflictness a, —-0,05047
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only for the time necessary to work with the database
(disconnected data access).

Psychological selection module Psy_otbor is the
main processing module of the SJPS. It implements
the main algorithm for professional selection.
The primary data for the Psy_otbor module are the
results of the candidate’s psychodiagnostic testing.

First, the module uses the Hamming formula to
determine the compliance of the candidate’s PIQ
with the requirements (Frumkin 2014). This stage
includes the following steps:

1) The results of testing (assessment) for each

of the most significant PIQ are introduced.

2) The median values of the estimations for
each PIQ are calculated, the number of non-
zero median values is calculated.

3) The sum of the modules of differences
between the corresponding reference and
median values of the PIQ estimations is
found.

4) The critical Hamming distance is calculated.

5) The sum of the absolute values of differences
between the corresponding reference and
median values of the PIQ estimations is
compared with the Hamming critical distance.

If the sum of the modules exceeds the critical
distance, it is concluded that the candidate’s PIQ
does not meet the requirements and vice versa.

At the second stage of its operation the Psy_otbor
module checks the psychological profile of the
candidate for characteristic features of an offender
posing a threat to the HIF security.

The second stage comprises the following:

1) Testresults (by parameters: PIQ; attentiveness;
safety and security culture; emotional stability;
neuropsychic stability; suicidal risks; propensity
to commit murder; propensity to commit
acquisitive crimes; propensity to theft; courage;
alcohol addiction; drug addiction; rigidity) are
introduced on a 10-point scale to build
a psychological profile.

2) 'The program calculates the coefficient K,
(in fractions of one). It shows the degree to
which the profile of the tested candidate
matches the profile of the offender. If K > 0.8,
a conclusion is made about a high degree of
similarity and unsuitability of the candidate.

This approach (and the value of the coefficient)
has proved to be valid during the successful testing
of the psychological selection module.

During the third stage of its operational cycle
the Psy_otbor module provides a detailed
interpretation of test results.

The validity is one of the most important criteria
for assessing the quality of a test, ranking second
after reliability. By itself, the question of testing the

Psychology in Education, 2021, vol. 3, no. 3

validity is considered as one of the most difficult.
Validity should indicate how well the test is doing
what it was designed to do. It is commonly considered
to classify validity by content, construct validity,
criteria (current and predictive), validity by distribution,
by discriminative ability (Rupp, Pant 2007).

There is no common approach to determining
validity. The method of verification will depend on
the type of validity chosen by the researcher.
In other words, validity is a complex concept that
embraces several types of validity each with its own
special meaning. Checking the validity of a test
method is called validation. The validity of
psychological tests reflects the correspondence of
their results to the essence of the measured
psychological phenomena.

There are two main ways to determine the validity
of psychological tests.

The first way is to compare the test results with
similar indicators produced by other tests. For
example, to check the validity of a self-assessment
test, you can do the following:

+ use a new test on a sample of individuals;

+ reveal how the sample of individuals assessed
themselves in a different test (it is assumed
that the different test is valid);

+ calculate the correlation of self-esteem
indicators using the two psychodiagnostic
techniques;

+ a statistically significant correlation will
imply that the new test is valid.

This method is used to identify the so-called
construct validity. It reflects the correspondence of
the revealed psychological indicator to the
psychological construct.

The second way to identify the validity of
a psychological test is to compare the test results
with external criteria. This type of validity is called
the criterion validity of a psychological test.

For example, an indicator of the criterion validity
of a test for deviant behavior is an actual number
of juvenile delinquency cases. With regard to the
achievement motivation test, an indicator of criterion
validity is effectiveness of a particular activity.

The reliability of the test reflects its quality as
adiagnostic method. Here, we mean formal indicators
only and do not take into account the meaningful
analysis of the results.

These are the meaningful test results that measure
validity, i. e., how much the test results correspond
to real psychological phenomena.

A reliable test is not necessarily valid. For example,
a test of initiative can show high retest reliability
and consistency of parts. However, from a meaningful
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point of view, the test results do not reflect so much
initiative, rather, they reflect willpower. That is, the
reliability of this test is high, but the validity is low.

The validity of psychological tests is usually
verified through the comparison of obtained scores
with the results of other tests that measure similar
psychological phenomena.

The validity of test methods used in present
research is based on the prevalence of such methods
in traditional job-related psychological selection of
military personnel. For example, a multi-level
personal questionnaire “Adaptability” by A. Maklakov
and S. Chermyanin (Raigorodsky 2006) is used to
assess some psychophysiological and socio-
psychological characteristics that reflect mental
and social development of candidates for the
admission to volunteer military service. The scales
of the 1* level of the “Adaptability” questionnaire
are independent and correspond to the basic scales
of MMPI. They allow to obtain typological
characteristics of a person and determine their
character accentuations. Forensic researchers of
the Ministry of Internal Affairs of Russia conducted
an extensive study of the possibility of using such
scales to assess the propensity to commit, e.g.,
acquisitive crimes, theft, etc. (Antonyan, Enikeev,
Eminov 1996).

Throughout the study, the validity of the
psychological selection module is subject to
monitoring. Overall validity is ensured by research
standards as well as validity and wide applicability
of basic psychodiagnostic techniques used in the
research and in the development of the module.
The study will also use assessments provided by the
group of experts with first-hand experience of
working with HIF security officers selected using
the new model. The results of the study will be
published once the study is over.

Results and discussion

The SJPS module of psychological selection was
tested during the selection of volunteer military
recruits to serve in military units protecting critical
state facilities.

The module has proved to be effective for use
by workers with little relevant work experience (HR
managers without a degree in psychology, or those
with 6 to 12 months of work experience).

The automated testing saved time and labor costs
on the examination of military personnel compared
to the manual processing of the results of
psychodiagnostic tests. On average, it takes an hour
and a half time to manually processes the tests
results and draft a report on professional suitability.
The automated selection with the help of the
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psychological module reduced this time to thirty
minutes.

The empirical testing has revealed some trends.

The number of volunteer military service recruits
has increased. This trend may be the result of the
unfavorable social and economic conditions in the
region and the country as a whole, the prestige of
military service, and related social benefits (Shaimova
2019).

The analysis of the obtained qualitative
characteristics of job-related selection showed that
the number of candidates recommended for
acceptance in the early stages of recruitment process
has decreased (from 9% to 6%), while there was a
sharp increase in the number of candidates not
recommended for acceptance (from 2% to 11%).

It should be remembered that candidates from
category 4 of professional suitability may still show
some factors of threat. Thus, when this category is
screened out, a scheme for managing threats of
unauthorized actions by HIF security officers is
implemented.

The tendency for the deterioration of indicators
in category 1 and 4 in terms of professional aptitude
can also be caused by the use of the psychological
selection module, which contains more stringent
selection algorithms compared to common
psychodiagnostic tools.

In 2021 we summarized the results of the study
(use) of the SJPS psychological selection module
by the students of a military education institution
(specialization 37.05.02—Psychology of Service
Activity). They used the module in their studies and
research. The results were also compared with those
obtained by traditional selection systems.

So far, there have been no offenders among those
HIF security officers who took part in the experiment.

The SJPS is supposed to be validated by establishing
the validity of its selection criteria. The validity of
the test will be confirmed through its comparison
with some external criterion. For this purpose,
a comprehensive external criterion was selected, i.e.,
effective performance of duties, score no lower than
4 for the final annual assessment, absence of
disciplinary penalties, violations of safety and
security culture, administrative fines or convictions.
Once the criterion validity study is completed, the
results will be published in an article.

Conclusion

The designed system (SJPS) offers a set of measures
to conduct job-related psychological selection of
HIF security officers. The system embraces advanced
practices and experience in organizing protection
of critical state facilities.

https://www.doi.org/10.33910/2686-9527-2021-3-3-248-256



https://www.doi.org/10.33910/2686-9527-2021-3-3-248-256

E. V. Andreevsky, A. 1. Khudyakov, P. 1. Paderno

This system, with certain limitations, allows both
in-house and external HR personnel to access
detailed information about candidates and already
employed HIF security officers. The tool is
a contribution to the development of professional
psychological selection systems used in various
state-run organisations.

The empirical testing of the SJPS module of
psychological selection was a success. The testing
was carried out at an HIF in real operational
conditions. The next phase of the study in the

job-related psychological selection is to complete
the reliability and criterion validity tests.
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